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UNITED STATES INTELLIGENGCE BOAR

Policy Statement

Counterintellizence and Security

Responsibilities

1. On 18 July 196Z the United States Intelligence Board approved &
Policy Statement on Counterintelligence and Secur;;y Responsibilitics
(Attachment 1} and the aitached Guide re Practices and Procedures for

(Tabs A, B and C).

|
| ]

oved

Counterintelligence and Security of Overseas Personnel and Installations

2. Intellldence Board members are reque sted to tdke such actions a3
may be required to implerment this approved Policy, utilizing the provisions

of the Guide as appropriate,

" Attachment |
o

'
i}

ot

!
GROUP 1V
Excluded from automatic
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USIB-D-1.5/24
Final USIB-Approved

[

18 July 1962

o~

| - Policy Statement Concerning Counterintelligence

and Security Responsibilities

In order for the USIB member depariments and agencies to

TI——

carry out effectively their respoasibilities for the security of over-
ne

| om——

seas personnel and installations and without intent to infringe upon

" —

such broader authority or responsibility as any may now have under

law, Executive Order or NSC directive, the United States Inteliigence

Board is agreed:

a. There must be as close coordination as possible

at all levels among the security and counterinteili-

e S T | i —

-

gence componenis ol those USIB departments and

+ —
T——

agencies having overseas responsibilities in order

that the hostile threat may be adequately assessed

~and effective countermeasures taken.

SECRET |
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b. Pertinent information concerning ‘t e efforts and i
' E
capabilities of the opposition against U. 5. person- ¥

. l
nel and installations overscas should be g ive‘u as

11—

broad dissemination as sossible among the coL,.nter-

intelligence and securily components withoul unduly
S, :
!

: endangering methods and sources. There should

| T

Do b
T re—

national level and in the fieid. It is suzgeste

-all de‘aarumen‘,e and agencies con\.erﬁed (1 sanitize

~

N I
N !

! useful materials

which they produce, with a view

-

to providing protection at the point of origin, and

(2} ensure that the dissernination restrictions of

e

i ‘ . o - A i
the originating agehcy be observed. '

c. To ensure the availability of Dertmem secur;ty a.nd
: I

counterintelligence information to departments' and

agencies concerned, appropriate information

3

: developed concerning opposition efforts and caba-

+p—

§

- 3 - - L .- r L
bilities shoulci be submitied as soon as possible
: B
b

R

! ‘ - for 1nclusLon in the cent al counterint elhﬁe nce

repositories in accordance with DCID 5/3.

e e

-2 -

R SECRET S

Approved For Release 2000/08/28 : CIA-RDP78-04007A000900110007-4

{




~ a more effective system for the protectxon of

‘installations and personnel overseas.

- Wherever possible and appropriate, there should
|

i

N

be meetings in the {eld of securily and counter-

intelligence represeniaiives of those agencies which

(1
b
e}
o
L
o
[
U
r-h
¢
ot
[
#
ol
ﬂ
~
*]
4]

have responsibilities
and have estadblished liaison.

USIBE member depariments and

Q
o
g2
(€]
o]
[¢]
ye
[ (]
A (1)
R
o
)
e
—<
(]
L5
'

1

seas responsibilities are reguested to initiate a

TS

review a5 they deem appropriate of their existiin
programs, regjulations, praciices, and proceduares
co“cern

physxcal security utilizing the attack

1
(0]

DA
(5]
e
o]

o
®
(o]
i

desxrablv practices and | rocedures in this review.

It is suggestec that revision of existing progrcuas,

regulations, practices and procec‘;u,res be made ;

wherever applicable and appr 0pr1ate to ensure.

Guide re Practices and Procedures:

TAB "A'" - Counterirtelligence
TAB "E" - Personnel Security Overseas
TAB "C' - Physicai Security

, -3 -
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COUNTERINTELLIGENCE

1, Coun‘ce*lmel ence and Security Policy D'*ecuves

U. S. Security and Counterintelligence personnel should

!‘

be familiar with the exccuiive and inier Gepartm ‘emm directives
governing Securiiy and Coumerlmu igence., Of key importance

are EC No. 10450, EC No. 10501, NSCID No. 5, DCioNos, £/1

5/2, and 5/3. A thorough grasp of these orders and directives

c

and scrupuious adherence to their provisions are essential to

i

the coordination of U. S. defenses overseas.

Similarly, each Security and Counterintellizence Oificer

should be familiar with this paper and with all reguiations
. S :
governing Security and Counterintelligence within his own

department or agency. l

. l .
2. Dissemination of Security and Counterintelligence Imormauon
Affecting U, S. Personnel and Iﬁ”alla.tlons Abroad

-

Counterintelligence and Security information directly relevant to the
security of U. S. personnel, instailations, classified equipment and docu-

ments, and operations outside the U. S. should be made available to

e TR
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appropriate Security Gliicers and the Counterintelligence cuiaiponenis oi
by

ded
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as well as national wad internestional Communism, Within these categorics

are included current inforraation on crganizations engaged in hostile
clandestine activily, all person vitnin such canizaiions, funciions,

modus operandil, resources, strengihs a ea.AnESSca, and the like,
I

Modus operandi information should inciude known facts about the use of
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important as a broader view of a serv.i.cehor;Communist organization In
toto., Information which becomes available to Security and Counterinteiii-
gence Officers abroad should be prowmptly reportec to the departmental
headquarteré concerned and thence, as appropriate and in,»cqnﬁormance wita
DCID 5/3, to the cenfral counterinieliigence records, W.thr.x{x depa:m en

and agencies the exchange of such information between counierintelligence

and security elements should he

o

as rapid aad complete as need-to-kuow

and the protection of methods and sources will permit.
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-
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a, Laateral Field Dissemination of Counterintelligence
and Security Information

Lateral {ield dissemination of counterintell i gence

is frequently desirable from the viewpoint of speed

% k]

and efficiency; but before undertaking lateral dlntrm

i tion, Secwﬂ*‘/ and Counterm’celhgence sz’ice'rs should
| " “
[, . ; oo

ensure that it docs not conflict with c’.epa:imc“tm

regulations designed to preserve the becu.rity of

t
sensitive items of counterinteiligence through cen-

tralized control.

=

b. Headquarters and Field Coordination: Security cnd
Counterintelligence

The terms of coordination of the U, S. clandes-

- ' . 7 B !
tine counterintelligence activities abroad are pre-

scribed by DCID 5/1, DCID 5/2, and DCID 5/3. The

T W NN NN PN TREEIN U TSN U U U TR | O I O | T TR

coopera tlon of U. 8. security comp Onentb should aiso

\
. ..

be close to facilitate a rapi profnable ah& ing
“/ i .
o of exnerience. =

| c. Meetings in Field
Security and counterintelligence personnel
" ‘ o
L
X,

overseas within areas of mutual concern and who have

&
e
i
(o]
9}
)
o)
¢
%

13
3
o
©
P

established 1i t periodically as
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appropriate to exchange pertinent security and
- counterintelligence infcrmation and to discuss
- mutual problems. Pericdic meetings of such
representatives in the field will permit more
effective counteractions to be taken in matiers _
- ' : N

) . |

: N ‘ of mutual concern.

d. Preparation arnd Dis
Studies of Hostile Servi

To supplement counterintelligence studics of

foreign services and of Communism abroad,

security studies of hostile capabilities in speci-

i‘ ’ fied foreign areas should be undertaken by U. S.
| : v L

headquarters and field security components.

Frequently, a cingle case or incident serves as

H
1

" - an excellent example by which information con-

cerning local hostile capabilities and techniques

i

can be assessed, reporied and disseminated.

3. Notifying Annropriate Gificials of Counterintellicence and Security
(=] f g : "o
i Operations

Senior and Command Officials should be advised

in full of security operations being conducted within

)
Pl . - : -
} T :

- 4 -
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their areas of jurisdiction. They should alsc be advised
SR |

of counterintelligence information in accordance with the
provisions of DCID 5/1. ‘ ,

4, Responsibility of U. §. Employees to Report Information of Counter-
intelligence or Security Interes

Employees of the U. 5. Covernment stationed

information reaching them and concerning (1) foreign
- !

intelligence or security services engaged in activity
.o

directed against U. S. security, (2) national or, inter-
national Commurnist organizations similarly engaged,

and (3) specific violations or intended violations of

Loy
B,

U. S. laws or security directives by U. S. personnel,
Governmental employees overseas should be adequately
briefed by Security Officers concerning the appropriate
, : |
. ' - ,t
laws, directives, policies, security responsibilitics,
etc. They may also be briefed by counterintell'}gence

s

or security personnel, as appropriate, on hostile

o
capabilities, personnel, etc. Such counterintelligence
briefings however, should be conducted only on a

-5 «
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C

need-to-know hasis, The informed cooperation of U, 8.
C
Government employees abroad will undoubiedly further
U. S. security interests
5, Security of Communication Activities

i

Maximum security support should be given to all

:

forms of communicating and trarsmlttmd c:la gified

=]
information inciuding electrical means, Deiailevd studies
should be conducted of current systems, ia@ uding n*ea;
sengers, courier , pouches, cables, and other forms

of transmis 11'10‘ and COI"'}.;“L"II\.B.?.III”‘ C.LB.SSlfl é informa-

tion to determine whet

(v
(')
M

the security of such systems
. i
is adequate., The security of crypto graphic oystemb of
communication, however, is the responsibility of com-
B . st T
munications officials.
At present, certain systems of communicating and transmitting
- : ' ' SRy -
classified information among and between components of the various
departments and agencies are not under the control of any particular
; . I
department or agency. As a result, the respounsibility for security

1 k|

protection of such systems has not been clearly assigned to any spe-

‘

cific agency or department. Security OIthE‘ rs s muld bc concerued

] N ‘ ! .
with all means of communicating and transmitting classified information

, -6 -
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both domestically and overseas io exsure that maximum security

!

support is given to limit the Possibility of compromlse. Where

===y

appropriate, joint studies should be conduc cted by those cgencies
t

utilizing the same facilities,

VI (i r——

6. Periodic Reviews of Counterintelligence and Security Opervations
| :

"——

Periodic reviews should be Conduj‘cte_d oy Tac‘h,_“_ o

department and agency of lis ge\.urny ope‘"ahona

: . i
and programs affecting personnel and ing tallations

“Emu‘

overseas and & report thereof made to the nead of

%588

the department or &gency. This repor ri should i include

I ——

recomrner u:mt; a5 appropriate for improvement i
. B |
of security. T“e‘e should bg, cloae observ:.z of

- -

v

the app‘iicable provisions of DCID 5/1 to e“lbafe]

“that cou iterintellig ence operatlons are systemat*

il

cally reviewed and reporucd

i

Periodic reviews within each cepartment and agency of security

»mr

Operations and programs affecting personnel and installations overs

g eas P
should be conducied to assess the effectiveness of security measures

Lt

taken and to ensure that maximum efiorts are beinga directed in those

areas where the major threat exists. The review should include a
, Lo

}

statement of accomplishmensts, pending acuons, and objectives for

-7 -
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| the following year. Throu~h such a review, plans of aciion to best
i :

I

‘ cope with the threat can be made known to appropriate oificials of
| -

|

i

|

each department to ensure that maximum bupport is ruvc‘. to such

‘ programs.

T -
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| 7. Assignment of Trained Security and Counterintellirence Persoaned
|

O
<
o
-
w
[¢]
o
n
1w Y

PR Zm S s el g < ; e
Wherever possitle, and particularly in areas where

L

n IM

the hostile threat ic especially ellectiive or 1mcn..<,,

P

1

i

I

!

4 ‘

{ specially trained security and co unterinteliigence
| 3

|

——"
ii b

personnel should be zssigned to securit y and counter-

1 —

intelligence duties. Such personnel should be retained
; in these positions for extended periods whenever

possible.

171 T — ——

It is especially important that qualified and experienced counter-

i -

1ntell1~e*1ce and security personnel, who are »norou.ﬂ aly trained, be

assigned who will recognize the hostile threat and who will take

appropriate measures to counter the threat. This should ensure
: sens

continuity and the effective implementation of counterinteliligence and

* no——

security programs. ‘ - : E

8. Assignment of Research Analysts to Security Com onents
Y P

| R

There should be experienced research analysis

!, I

in
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within the securiiy headquarters component of each

3

department and agency to study on a continuing wasis

its cases invelvin

*

Ga

el
«w
o}
o
[ 4
Iz
[
o
[ 23
o]
3

s, provocations,

blackmail attemnpts and all such hostile efforts

i s ARl BT e sl |‘_w—maJ

A continual study of hostile activities directed against U. S,
personnel and instaliaticns is necessary to augment our knowiedge
of hostile patterns of operations, including techniques and possibile =
o | |
targets. Security research analysis will assist in identifying and |
assessing the threat and thereby ensure that timely security counter-
measures are taken. ‘
’ 9. Establishment of Traininy Prosrams
g =3 =] vuog -
To ensure that Counterintelligence and Security -
T -
personnel are kept abreast of counterintelligence
; and security programs, techniques and methods of
: reporting, training programs and facilities should
i . I RSE

be established and maintained where practicabie

T x

on a regular basis. It would be advantageous if

those agencies and departments which have _

i ; I 4
? . established training programs could offer their L -
.

-0 -
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training facilities to personnel of other agencies
. . an - ey “ . " ! o -
which may not have similar {acilities., This shouid

result in a more uniform implementation of security
_ uri

and counterintelligence 0rorrr4rr s.
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